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IT Access Management Policy

Purpose

This policy applies to all staff and non-employees and other individuals, entities or
Organizations responsiple for administering and maintaining SUNRISE GILTS & SECURITIES
PRIVATE LIMITED’s IT infrastructure.

Policy Statement of Logical Access
The Company sha] control access to jts information to help ensure its confidentiality and

Integrity.

Access Control
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also be a periodic review of the same,

* A record of disabled accounts must be maintained by the Designated Officer &

Technology Committee,

¢ All information processing systems shal] pe configured to enable audit logs.

User ID

be considered,
® User-IDs and related passwords shall not be shared with any other individyal.

® User-IDs must be disabled and deactivated when the user leaves SUNRISE GILTS &
SECURITIES PRIVATE LIMITED,

® Anonymous user-ids (such as “Guest”) must not be allowed,
* Common user-IDs must not be issued to multiple users, In situations where a common
ID is required, written bermission shall be taken from Senior Management and

Designated Officer.

® User-ID that js inactive for 3 maximum period of 60 days shall be disabled after seeking

the approval from the user’s reporting Manager and/or Designated Officer.




Privilege Management

* All privileges to the users shall pe assigne

approved by his/her reporting manager,
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® Privileges that are temporarily granted shall be authorized and tracked. Such privileges

shall be revoked as Soon as they are deemed not required,

* Designated Officer shall maintain detailed records for all allocated privileges.

Review of Access Rights

* Designated Officer in coordination with Technology Committee shall review all yser

Mmanagement for their review and possible acti

on.

* Privileged accounts shall be reviewed by the Designated Officer at least every 6 months,

and changes to such accounts shall be logged for periodic review,

Network Access Contro]

* Access to networks and network services shall be specifically requested by the user’s

reporting manager and reviewed by Designate

®* Remote user access to SUNRISE GILTS & SEC

d Officer,
URITIES PRIVATE LIMITEDnetwork shall




Wireless networks and publicly accessible systems shal] be Segregated from the rest of

the internal network.

Wireless networks shall be secured by binding each IT asset’s physical address (MAC

address binding) on wireless access point,

Use of Network services shall be continuously monitored.

SUNRISE GILTS & SECURITIES PRIVATE LIMITED shall formulate an internet access

policy on content filtering broxy device to monitor and regulate the use of internet and

Secure log-on

All actions performed by an individual on system programs shall be logged.

All systems shall be locked, or sessions terminated after a defined time of Inactivity,
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measures for application authentication security
* Any Application used by SUNRISE GILTS & SECURITIES PRIVATE LIMITED containing

sensitive, private, or critica] data such as IBTs, SWSTs, Back office etc, referred to as
“Application” over the Internet shal] pe password protected.

O  Strong password policy must be followed as Per company’s policy.

tablets), a Cryptographically secure biometric two-factor authentication mechanism

shall be used.

attacks against logins,




